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Introduction

Despite recent moves to increase access to the internet on the island, Cuba remains one of the world's least
connected and most repressive environments for information and communication technologies.

A 7-month-long cycle to elect municipal, provincial, and national assemblies culminated in the April 19 election
of 58-year-old Communist Party stalwart Miguel Diaz-Canel as Cuba’s new president. Raul Castro stepped
down after serving two 5-year terms (2008-2018) but remained in the powerful post of Party Fir

Cubans greater access to information technology and the internet, a video where he parro
of digital control was leaked to the public in August 2017, diming hopes that he migh
and open-mindedness into Cuba's moribund state of internet freedom.!

Continuing its initial expansion begun in summer 2015, the Cuban government's tel
monopoly ETECSA continued to deploy Wi-Fi hotspots in public parks acrg i
2018. It also extended its “Nauta Hogar” home-based internet access rallout, whi h less than 2,000
customers in Old Havana in December 2016. It now includes more tha ernet connections for

paying customers in all of Cuba’s major cities. Additionally, ETECSA an ring 2018 cell phone

internet plans would become available for the first time, and
prices for internet access continued to be exorbitant for th

notably the Cuban i sjection as a subversive affront to its sovereignty.* Convening U.S.
government and no t presentatives for the first time in February 2018, the task force's stated

om/news/nation-world/world/americas/cuba/article168657017.html).
munist-run Cuba starts rolling out internet on mobile phones,” Reuters, July 17,

3 "Google global cache servers are online in Cuba, but Google's App Engine is blocked,” Larry Press, The Internet in Cuba (blog),
September 21, 2017 (www.laredcubana.blogspot.fr/2017/09/google-global-cache-servers-are-online.html); “Fact checking the recent
news about Google in Cuba,” Larry Press, The Internet in Cuba (blog), September 7, 2017
(www.laredcubana.blogspot.fr/2017/09/fact-checking-recent-news-about-google.html); “There is one place where freedom of
expression exists in Cuba: Google servers,” Nora Gamez-Torres, Miami Herald, September 1, 2017
(www.miamiherald.com/news/nation-world/world/americas/cuba/article170757412.html).

4 Sarah Marsh, “"Cuba hands note of protest to U.S. over internet task force,” Reuters, February 1, 2018,
https://www.reuters.com/article/us-cuba-usa/cuba-hands-note-of-protest-to-u-s-over-internet-task-force-idUSKBN1FL3Z1

5 U.S. Department of State, “Inaugural Meeting of the Cuba Internet Task Force,” February 7, 2018,
https://www.state.gov/r/pa/prs/ps/2018/02/278052.htm
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Obstacles to Access

Penetration rates and internet speeds continue to lag behind regional averages, and access to the global internet
in Cuba is extremely restricted, due to high prices and government regulation of access points. Nevertheless, some
openings have taken place over the past years, and more Cubans have gained access to the global internet or to
other channels for sharing information with fellow citizens. During the past year, the government's priority focused
on expanding the number of Wi-Fi hotspots and home-based internet access, as well as testing internet via cell
phone.

Availability and Ease of Access

According to most recent figures published by the International Telecomm
internet penetration reached 42.98 percent in 2016, up from 37.31 percent in 2015!
also include users who can only access the government-controlled intranet

ned Telecommunications
affic through the private,
e on the ALBA-1 fiber optic

connections of 1 Mbps, even at Wi-Fi hotspots? In December 201
Company of Cuba S.A. (ETECSA) began to route some of its internat
Luxemburg-based satellite company SES, diversifying its connegtions be
cable from Venezuela.’

For years, most Cubans have been denied internet acces
which consists of a national email system, a Cub

access journals, Cuban websites, and foreign we @
9

a government-controlled intranet,
| of educational materials and open-
ive of the Cuban government. Resolution
92/2003 prohibits email and other ICT servi om granting access to individuals who are not
approved by the government. Entities that viola
revocation of their authorization to powvi
cybercafés. Although most foreign websites are now

available at state-run access sites, the co y non-Cuban sites remains higher.

While home connections
enable public access to
internet through br

istent before December 2016, the government has taken steps to
ernet in recent years. In June 2013, citizens began to access the
s to the new fiber-optic cable at government-run “telepuntos” or

://www.onei.cu/aec2016/17%20Tecnologias%20de%20la%20Informacion.pdf (note: this
ut covers the calendar year 2016).

er Salvi Pascual of Apretaste.com found that while 30 percent of Cubans (3 million people) have
e vast majority of these (2.8 million) have access to e-mail only, with just 5 percent (560,000)

. This estimate is based on an anonymous survey of approximately 1,000 users in Cuba, collected in 2016
e, which offers uncensored access to the internet via email. See: https://apretaste.com/welcome.

arrel M. West, “Cuba slowly expands Internet access,” Tech Tank (blog), Brookings Institute, July 2, 2015,
rxLF; note however that the Cuban Minister of Communications reported in July 2017 that “international

Informatizacion de la Sociedad en Cuba,” [Delegates analyse Comprehensive Policy for the Improvement of the Computerization of
Society in Cubal, CubaDebate, July 13, 2017, www.cubadebate.cu/noticias/2017/07/13/diputados-analizan-politica-integral-para-el-
perfeccionamiento-de-la-informatizacion-de-la-sociedad-en-cuba/#anexo-929649.

9 "Cuba opta por mas internet por satélite en lugar de la fibra 6ptica,” I4ymedio, February 20, 2018
(www.14ymedio.com/nacional/Cuba-mantiene-dependencia-internet-satelite_0_2386561328.html); “Cuban satellite connectivity --
today and (maybe?) tomorrow,” Larry Press, The Internet in Cuba (blog), December 14, 2017,
www.laredcubana.blogspot.fr/2017/12/cuban-satellite-connectivity-today-and.html

10 According to the resolution, “Cuban websites that offer e-mail services cannot implement the creation of e-mail (Webmail) via an
automatic process for natural persons or entities that are not duly authorized.” Legislacion para el Sistema Nacional de Salud,
Resolucién Ministerial No 92/2003, July 18, 2003, http://bit.ly/1jhSxdD
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navigation halls. Between 2016 and 2017 the government's priority shifted from these cybercafés to expanding
the number of Wi-Fi hotspots and launching its first home-access pilot project under the name "Nauta Hogar.”
According to ETECSA, there were more than 1,651 public access points on the island by March 2018, including
state-run cybercafés, public Wi-Fi hotspots, and internet connections at hotels, youth computer clubs, and post
offices.

This growth is mainly due to the continued rollout of more Wi-Fi hotspots, which in early 2018, numbered 673
but are expected to exceed 800 by the end of 2018.M First launched in June 2015, paid public Wi-Fi hotspots

long continuous Wi-Fi hotspot between 2016 and 2018

Users pay for internet service directly at navigation halls or by purchasing a 1-
allows them to access temporary accounts, valid for 30 calendar days from

their Nauta e-mail
nce associated with the

password, and e-mail address (which can be linked to their cell phong
when not near a Wi-Fi hotspot). Users must accept the higher le
convenience of such personal accounts. ETECSA monitors acco
for a sweeping range of violations (see Surveillance, Priva ce these two services were
inaugurated in 2013, a total of 1.3 million permanent acco
have been sold."

Cuban homes connected to the internet via DSL by itk D18, 95 percent of the 27,000 customers already
connected have opted for the slowest the lowest monthly cost ($15 for 30 hours)." This likely
indicates that the service's high cost a echnical challenges are major obstacles to the spread
of this kind of service to a greater numb ion of the population.™

11 “Statistics and Predic a 2018," Larry Press, The Internet in Cuba (blog), March 23, 2018; See also:
http://www.cubadebate.c 2018/03/19/como-marcha-el-proceso-de-informatizacion-de-la-sociedad-cubana/#anexo-
1034787

diariamente en las zonas wifi de Cuba” [Some 200,000 users connect to Wi-Fi hotspots on a
29, 2016, http://bit.ly/2cnCs6g. See also “El ONEI dice que el niUmero de usuarios de internet llego a
he ONEI says that the number of internet users reached almost 4 million in 2015], October 27, 2016,
a.com/cuba/1477608755_26313.html; “ETECSA planea establecer conexion a internet en el Malecén,”

13 “Cuba supera los mil puntos publicos de acceso a Internet” [Cuba surpasses more than 1,000 public internet access points],
CiberCuba, September 9, 2016, http://bit.ly/2eFOZVm; see also “"Cuba cuenta con 250.000 conexiones diarias a internet, pese a
triplicar los puntos wifi,” [Cuba counts 250,000 daily connections to the internet, despite tripling its Wi-Fi hotspots], 14ymedio,
September 8, 2016, http://www.14ymedio.com/cienciaytecnologia/Cuba-conexiones-diarias-internet-triplicar_0_2068593131.html
14 “Cuba cuenta con 250.000 conexiones diarias a internet, pese a triplicar los puntos wifi,” [Cuba counts 250,000 daily connections
to the internet, despite tripling its Wi-Fi hotspots], 14ymedio, September 8, 2016, www.14ymedio.com/cienciaytecnologia/Cuba-
conexiones-diarias-internet-triplicar_0_2068593131.html

15 “Statistics and Predictions from Informatica 2018," Larry Press, The Internet in Cuba (blog), March 23, 2018.

16 “Statistics and predictions from Informatica 2018,” Larry Press, The Internet in Cuba (blog), March 23, 2018
(www.laredcubana.blogspot.fr/2018/03/statistics-and-predictions-from.html).
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nine hours, though users reported that the connection was very slow."” While a select number of users were
reportedly already granted access to mobile internet, the official launch date of the service remained
unknown.'® During spring 2018, ETECSA tested this new internet via cell phone service in parts of Havana and
in a number of top tourist destinations such as Varadero beach.'® 3G technology began operating in Cuba in
2017.

Although Cuba still has the lowest mobile phone penetration rate in Latin America, the rate is rising. According
to a report by Maimir Mesa Ramos, Cuba’s Minister of Communications, by March 2018, some 4.6 million

international text messages and images with certain phones. Moreover, a gro
more advanced smartphones, often gifts from wealthier relatives living abroad.??

Despite price cuts and occasional promotions, the cost of mobile and j
majority of Cubans. While the government has cut prices for internet a
to roughly 7-10 percent of the average monthly salary.> In December
charge for using the internet at state-run cybercafés from CU
from CUC 1.50 to 1 in late October 2017. Likewise, for a m
and then to 0.10 per hour during the first half of 2017), C
websites only.”” The government's strategy seems to be p
services for their relatives in Cuba—viewed by ma sa
friends and relatives living abroad can use an onli ce to phone bills and Nauta internet accounts,

to access the “intranet,” or domestic
incing Cuban exiles to pay for these

17 https://www.efe.com/efe/english/business/c

3720263

18 https://www.reuters.com/arti ommunist-run-cuba-starts-rolling-out-internet-on-mobile-phones-
idUSKBN1K62U7

19 "Habra dos tipos de usuarios nternet en los méviles, el moderado y el intenso”, 14ymedio, June 8, 2018
(www.14ymedio.com/n nternet-moderado-intenso-Etecsa-Cuba-cubanos_0_2451354852.html).

20 "Diputados analizan Perfeccionamiento de la Informatizacion de la Sociedad en Cuba,” [Delegates analyse
Comprehensive Policy fo vement of the Computerization of Society in Cuba], CubaDebate, July 13, 2017,
www.cubadebate.cu/notic 13/diputados-analizan-politica-integral-para-el-perfeccionamiento-de-la-informatizacion-de-
la-socieda 29649; "Cuban ICT statistics report for 2016," Larry Press, The Internet in Cuba (blog), August 2, 2017,

7/08/cuban-ict-statistics-report-for-2016.html; “Statistics and Predictions from Informatica 2018,"
(blog), March 23, 2018.

usuarios en el servicio de internet en los moéviles, el moderado y el intenso”, 14ymedio, June 8, 2018
ional/usuarios-servicio-internet-moderado-intenso-Etecsa-Cuba-cubanos_0_2451354852.html).

z, “Cuba mobile email experiment causes chaos,” Associated Press in Review Journal, May 16, 2014,

23 Isbel res, “The Mean Salary of Cubans,” Havana Times, August 6, 2013, http://bit.ly/2cW21x3.

24 "Salas de"havegacién en Cuba listas para acceso a Internet” [Navegation halls in Cuba ready to Access the internet], Cubadebate,
June 4, 2013, http://bit.ly/2elWijlt; “Etecsa: llegan rebajas, una nueva bolsa y un experimento de internet,” [Etecsa: prices drop, a new
‘bolsa," and an internet experiment], Yurisander Guevara, Juventud Rebelde, December 18, 2016, www.juventudrebelde.cu/cuba/2016-
12-18/etecsa-llegan-rebajas-una-nueva-bolsa-y-un-experimento-de-internet/

25 "Etecsa baja los precios de internet y del correo Nauta,” [Etecsa lowers internet and Nauta e-mail prices], 14ymedio, December 19,
2016, http://www.1l4ymedio.com/nacional/Etecsa-precios-internet-correo-Nauta_0_2129787012.html; "ETECSA hace oficial la
‘comercializacion gradual' de internet en los hogares,” [ETECSA makes the ‘gradual commercialization’ of the internet in homes
official], Diario de Cuba, March 21, 2017, http://www.diariodecuba.com/cuba/1490057659_29795.html; “Etecsa rebaja la tarifa para la
navegacion nacional,” [Etecsa lowers prices for national web access], 14ymedio, March 30, 2017,
http://www.14ymedio.com/nacional/etecsa-rebaja-tarifa-navegacion_nacional-descuento_0_2190380945.html
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including the newly inaugurated home access program Nauta Hogar, of users living on the island.?® This will
also be the case for those who add cell phone internet data plans in the future.

In early 2008, after a nearly decade-long ban, the government began allowing Cubans to buy personal
computers, but prohibitively high costs place computers beyond the reach of most people.”” While Cuba’s
population is 11.3 million, in 2016, there were only 1.15 million computers on the island, with just 628,000
having internet connectivity.”® Phones that use Global Positioning System (GPS) technology or satellite
connections are explicitly prohibited by Cuban customs regulations.” Additional restrictions are placed on

access to internet long before the government began commercializing it to
residents in late 2016.**

sneaker-nets (SNETSs) linking up thousands of users in urban areas, and
devices such as NanoStations to share or sell Wi-Fi signals.** Tw
Zapya, which allows for easy wireless sharing of data across
users to share a Wi-Fi internet signal with others. Another
virtual private network (VPN) that simultaneously protects
Nauta Wi-Fi hotspot to blocked sites in Cuba such a

26 "ETECSA Informa Nuevos Servicios de Pagos por Internet [ETECSA announces new internet payment services for
Cubans], On Cuba, January 20, 2014, http://bi on, "ETECSA a la carga: Pagando la factura de mi pariente en
Cuba” [Payment the bill for my family membe January 22, 2014, http://bit.ly/1R5LPTs; "ETECSA rebaja 50
centavos la hora de conexién a internet y anun > de acceso desde los hogares,” [ETECSA lowers an hour of internet

www.diariodecuba.com/cuba/14 7 f ; "ETECSA, internet y el abandono de 'los principios de la revolucion',”
ples of the revolution’], Elias Amor, December 22, 2016,

ONEI), “Tecnologia de la Informacién y las Comunicaciones, 2016,"” [Information and
Www.onei.cu/aec2016/17%20Tecnologias%20de%20la%20Informacion.pdf; “Cuban ICT
statistics report for 2016," The Internet in Cuba (blog), August 2, 2017, laredcubana.blogspot.com/2017/08/cuban-ict-
statistics-re
29 Cuban uana General de la Republica de Cuba),”Articulos que necesitan autorizacion a la importacion,”

n for importation], http://bit.ly/1hbJFOI

hotspot.html
32 "Inside Cuba's D.LY. Internet Revolution,” Antonio Garcia Martinez, Wired, July 26, 2017, https://www.wired.com/2017/07/inside-cubas-diy-

internet-revolution/; “Internet llega a los hogares cubanos a pesar de ETECSA” [Internet arrives to Cuban households despite ETECSA],
Cubanet, June 16, 2016, http://bit.ly/2eFWFgw

33 "Connectify sera gratuito en Cuba para compartir el acceso a internet,” [Connectify will be free in Cuba for sharing internet access],
14ymedio, April 6, 2017, www.14ymedio.com/nacional/Connectify-gratuito-Cuba-compartir-internet 0 2194580533.html; “Zapya, la red de los
desconectados,” [Zapya, the network of the disconnected], Zunilda Mata, 14ymedio, January 25, 2016,
www.14ymedio.com/cienciaytecnologia/Zapya-red-desconectados 0 1932406748.html; “Mama, estoy chateando por Zapya,” [Mom, I'm
chatting on Zapya], Zunilda Mata, 14ymedio, July 21, 2017, www.14ymedio.com/nacional/Mama-chateando-Zapya-Cuba-cubanos-
estudiantes cubanos-escuela cubana-acoso en Cuba 0 2258174167.html; “Conoce ‘Psiphon’, la app que vence la censura,” [Meet ‘Psiphon,’
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Aurora Suite allows Cuban users to access websites, including blocked ones, by using Nauta's email interface —
thus requiring neither a data plan nor an active connection to a Wi-Fi hotspot.** The underground economy of
internet access also includes account sharing, in which authorized users illegally sell access to those without an
official account for CUC 1-2 per hour.

Restrictions on Connectivity

August 2017 found that Skype was the only popular communication tool to be bl
conducted between May and mid-June 2017 (see Blocking and Filtering).*

ICT Market

The ICT sector remains dominated by government firms. Cub,
ETECSA (Empresa de Telecomunicaciones de Cuba S.A) ji
ETECSA, is the only mobile phone carrier.

unication service provider
e.’® Cubacel, a subsidiary of

Following the announcement of a normalization o ions e United States and Cuba in December
f T companies to start offering services to the island. In
ppany to offer roaming in Cuba, quickly followed

by Sprint and others.®” In December 2016, Google hed a deal with ETECSA to allow it to place its servers on
the island, with the aim to facilitate popular content and free services. While Google's
servers will increase the speed and qua ban internet experience, they will not expand the number of

There is a burgeoning se in Cuba that have developed websites and offline mobile phone
applications. Leading bus s or “classified” sites include ConoceCuba, Isladentro, and AlaMesa
(focusing on priva ants). Other popular and innovative start-ups include Cubazon (a

grassroots Cuban versi at allows users to order goods for delivery), Knales (a data retrieval app
that uses SMS mess wing its users to gain access to web data), and Kwelta (a cultural calendar cum

rproject.org/post/cuba-internet-censorship-2017/#skype-blocked
ecom Italia previously held shares of ETECSA until February 2011, when the state-owned company Rafin S.A,, a financial

etely owned by six Cuban state entities. See: Jerrold Colten, “Telecom Italia Sells Etecsa Stake to Rafin SA For $706 Million,”
Bloomberg Business, January 31, 2011, http://bloom.bg/1YFxlyo

37 “Competition heats up for roaming, calling services in Cuba,” Miami Herald, May 10, 2016, http://hrld.us/1gcuP5g

8 "Google acelerara, pero no expandira el acceso a internet en Cuba,” [Google will accelerate but no expand internet access in Cubal, Zunilda
Mata, 14ymedio, December 13, 2016, www.14ymedio.com/cienciaytecnologia/Google-acelerara-expandira-internet-Cuba 0 2126187369.html;
“Google Global Cache entra en Cuba sin un impacto significativo para los usuarios,” [Google Global Cache kicks off in Cuba without a
significant impact for users], Zunilda Mata, 14ymedio, April 27, 2017, www.14ymedio.com/nacional/Google-Global-Cache-Cuba-

significativo 0 2207179267.html; “Google Global Cache coming to Cuba,” Larry Press, The Internet in Cuba (blog), December 9, 2016,
laredcubana.blogspot.com/2016/12/google-global-cache-coming-to-cuba.html. Brett Perimutter, Google's representative in Cuba, confirmed
the increased speed and reduced latency of Google services in Cuba on July 23, 2017,
https://twitter.com/BrettPerlmutter/status/889173036330614786
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publicity service).”® However, on August 1, 2017 the government announced a temporary freeze in the issuance
of any new licenses for private computer programmers (along with more than 25 other popular freelancer
occupations) until “violations and irregularities” could be brought under control.*

These developments come after a period of limited market reforms in Cuba.* In November 2013, ETECSA
announced that it would allow private workers to market local and long-distance telephone services to the
population as self-employed communications agents. The agents may also sell prepaid cards for fixed and
mobile telephone services and internet access.*” The Cuban government also began to allow the limited
creation of private cooperatives by computer science graduates in 2012, but tight internet , along
with prohibitively high computer and software pricing, hampered the development o
although a black market for such commodities exists.**

Regulatory Bodies

In , the Ministry of
ity for the internet. Within
ent of internet-related

No independent regulatory body for managing the ICT sector exi
Informatics and Communication (MIC) was created to serve as the reg
the MIC, the Cuban Supervision and Control Agency oversees
technologies.*

/es/sociedad/13813-a-la-mesa-todo-cubierto-y-servido-en-un-click; “TechCrunch panel -- three Cuban software
ress, The Internet in Cuba (blog), May 30, 2017, laredcubana.blogspot.com/2017/05/techcrunch-panel-three-cuban-
companies. ; "Los emprendedores cubanos, a la espera de un ‘punto de inflexion' en internet,” 14ymedio, May 15, 2017,
www.14ymedio.com/nacional/emprendedores-cubanos-espera-inflexion-internet 0 2217978194.html

40 "Trabajo por Cuenta Propia: Por la ruta de la actualizacién,” [Self-Employment: On the Route to Updating], Yaima Puig Meneses, Granma,
August 1, 2017, www.granma.cu/cuba/2017-08-01/por-la-ruta-de-la-actualizacion-01-08-2017-00-08-07; Gaceta Oficial, No. 31
Extraordinaria, Resolucion No. 22/2017 (GOC-2017-506-EX31), sobre trabajo por cuenta propia, [Resolution No. 22/2017 about self-
employment], August 1, 2017, http://www.14ymedio.com/nacional/GOC-2017-EX31 CYMFIL20170801 0001.pdf

41 Nick Miroff, “Cuba is Reforming, but Wealth and Success are Still Frowned Upon,” Business Insider, September 4, 2012,
http://read.bi/10X6fPk

42 "Communication agents will see telephone and Internet time,” The Internet in Cuba (blog), November 27, 2013, http://bit.ly/1G7d5dB
43 "Se Buscan Socios,” Juventud Rebelde, December 15, 2012, http://bit.ly/2cUAN73

44 For the website of The Ministry of Informatics and Communications, see: http://www.mincom.gob.cu/
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Limits on Content

Cuban law places strict limits on free speech and outlaws independent media. Although many foreign news
websites are accessible from internet access points, websites focused on Cuban news and websites run by Cuban
dissidents are often blocked. Despite connectivity limitations, Cubans have been able to access content through
improvisational underground networks and USB flash drives containing content downloaded from the
internet. Several independent web-based information sites have also emerged, offering alternative discourses
about the Cuban reality.

Blocking and Filtering

Rather than relying on the technically sophisticated filtering and blocking used b
Cuban government continues to limit users’ access to information primarily by
and by imposing prohibitive costs. Social-networking platforms such a
accessed—with consistent monitoring and varying reliability—from
hotels. While Skype is blocked, alternative apps such as IMO have b
relatives abroad.”

The websites of foreign news outlets—including the Briti
Financial Times, and El Nuevo Herald (a Miami-based Spa
are accessible in Cuba. However, ETECSA commonly bloc
sites of Cuban activists and dissident organizations. In
Estornudo reported it was blocked in Cuba.*
decision, stating that it “will not modify the

dependent news outlets and several
, the independent online outlet El

rights sites blocked
websites, which coul

cted by I4ymedio found that ETECSA’s cellphone network, Cubacel, has been
estic SMS containing specific words, such as “democracia” (democracy), “dictadura”
"derechos humanos” (human rights). This strategy blocks all messages containing the key
sent or received both by known activists and other uninvolved users. Text messages

nternet: Letter from Havana,” Foreign Affairs, April 19, 2016, http://fam.ag/2cV5440; see also: Sayli Sosa, "IMO in Cuba:
Shortening Distances Between Relatives,” Havana Times, July 30, 2015, http://bit.ly/2e7qezq

46 “Cuban online magazine El Estornudo reports it is blocked on the island,” Knight Center for Journalism in the Americas, February 28, 2018,
https://knightcenter.utexas.edu/blog/00-19343-cuban-online-magazine-el-estornudo-reports-it-blocked-island

47 “Nota al Censor: ;Por qué no puede leerse El Estornudo en Cuba?” [Note to the Censor: Why can't El Estornudo be read in Cuba?], El
Estornudo, February 26, 2018, https://www.revistaelestornudo.com/nota-al-censor-no-puede-leerse-estornudo-cuba/

8 | aura Vidal and Ellery Roberts Biddle, “Censored, But Not Backing Down: Cuban News Site Staff Say They Won't Change Their Editorial
Line,” Global Voices (blog), February 27, 2018, https://globalvoices.org/2018/02/27/censored-but-not-backing-down-cuban-news-site-staff-
say-they-wont-change-their-editorial-line/

4 Maria Xynou, Arturo Filasto, Simone Basso, “Measuring Internet Censorship in Cuba's ParkNets,” OONI, August 28, 2017,
https://ooni.torproject.org/post/cuba-internet-censorship-2017/
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received from abroad containing such terms are also blocked, while outgoing international texts are
unimpeded. In all cases, users are charged for the unsent messages and never notified of the blocking.®

Blocking may occur not only at the national level but also at the level of various intranet networks. In March
2015, the Nauta intranet banned Larry Press’ blog, The Internet in Cuba, one of the best sources about Cuban
ICTs. However, reports from 2018 indicate that it has since become available again from public access
hotspots.” In January 2015, the University of Computer Sciences (UCI) banned Fernando Ravsberg's blog Cartas
desde Cuba, which had been hosted on the BBC Mundo platform from 2008 to 2013 until becoming
independent.>

Content Removal

While ETECSA does not proactively police networks and delete content, s
government-sponsored blog platform Reflejos have faced censorship by i

ogs hosted on the

up deals offered by ETECSA was removed.** Another takedown in Fe
diversity called “Proyecto Arcoiris” (Rainbow Project).”

After launching her independent digital newspaper 14y
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Publications.”” Meanwhile, Resolution 1
access to sites whose conten

irst be approved by the National Registry of Serial
orizes ETECSA to "take the necessary steps to prevent
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of the state.”*®
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d Reinaldo Escobar, 14ymedio, September 3, 2016, http://bit.ly/2bS1VE2; “Lista de frases y terminos
" [List of phrases and terms blocked by Cubacel], 14ymedio, September 3, 2016,

sberg, “La UCI censura ‘Cartas desde Cuba',” Cartas Desde Cuba (blog), January 29, 2015, http://bit.ly/1Kzr3t5; See also Cuba
Red, “Otra censura. Fernando Rasverg. Increible,” posted by elapap, February 2, 2015, http://bit.ly/2d4rMf5
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in Cuba claims another victim on blogging platform], Cibercuba, May 3, 2016, http://bit.ly/2clgd7V
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55 “An LGBT Blog Is Suspended Over Mention of Cuba’s 1960s-Era Labor Camps,” Global Voices, February 11, 2016, http://bit.ly/2d6KIGO

56 14ymedio, "Web Platform Reflejos Closes the ‘14ymedio’ Blog,” Translating Cuba, March 27, 2015, http://bit.ly/1QD7dhM

7 Ministerio de Cultura, Resolucién No. 56/99, Las Publicaciones Seriadas Cubanas, http://bit.ly/2dwMIL

*8 Resolution 179 (2008), http://bit.ly/2cAH6WF
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Cuba has one of the most restrictive media environments in the world. The constitution prohibits privately-
owned media, and restricts speech that does not “conform to the aims of a socialist society.” The government
closely monitors users who post or access political information online and delivers harsh penalties to those it
perceives as dissidents. Demand for access to content among the Cuban population, however, has led to
elaborate underground networks of internet access.

The cost of access to technologies that facilitate information sharing continues to be high, and the Cuban
government has pursued individuals who violate telecommunications access laws. Nonetheless, many Cubans
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2017, www.14ymedio.com/cienciaytecnologia/paketito-rival-clandestino-paquete 0 2211978784.html

62 Tiffany Pham, “"How She Did It: Yoani Sanchez Launches Cuban News Outlet I4ymedio,” Forbes, November 30, 2014,
http://onforb.es/1yz5eDp

6 Ted A. Henken, “Cuba’s Digital Millennials: Independent Digital Media and Civil Society on the Island of the Disconnected,” Social Research,
Vol. 84, No. 2 (Summer 2017), www.socres.org/single-post/2017/06/26/Vol-84-No-2-Summer-2017; Daniel Wizenberg, “New Cuban
journalism emerges on the internet, beyond the official and opposition media,” Journalism in the Americas (blog), July 20, 2016,
http://bit.ly/297w3t0; See also: “Millennials lead private media opening in Communist-run Cuba,” Reuters, September 16, 2016,
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A January 2018 report on the threats and opportunities faced by 14 of Cuba’s new independent media outlets
found that only 41 percent succeed in having Cubans living on the island as their main source of traffic. It is
more common for readers to connect from the unofficial capital of the Cuban diaspora in Miami. The sites vary
widely in popularity, with readership ranging from as few as 4,000 to as many as 4 million unique users each
month. All the sites have reporters based in Havana, while half also have correspondents located abroad. Still,
island readers tend to increasingly use their mobile devices, as well Facebook’s Instant Articles application, to
connect to these sites. While the thematic focus of the sites varies from sports to fashion to technology to
politics, they all share a common experience of having received threats and harassment frg officials.
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% “Una Tendedera para interconectarnos,” Rouslyn Navia Jordan, Juventud Rebelde, December 3, 2014, http://bit.ly/1YFFfbl
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[Reflejos blog platform officially launched today at the Central Palace], news release, Ministry of Communications, March 18, 2015,
http://bit.ly/INRXREB

8 Ramon Salaverria ed., “Ciberperiodismo en Iberoamérica,” Fundacion Telefénica, February 2016, http://bit.ly/17ZQE5i

% Orlando Gutierrez and Augusto Hernandez, “Cuba’s Fake Tweets,” Cuban Studies Institute, March 16, 2018,
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networking, while other platforms such as Twitter are less widely used.”

Political activists seeking to raise further awareness via social media have encountered government
clampdowns. Cuban activists inside and outside Cuba launched the campaign #TodosMarchamos (We All
March) in mid-2015 to denounce human rights violations on the island and recurring repression against the
"Ladies in White,” a dissident group that protests against the Cuban government every Sunday.”

7 A survey conducted by Ding found that 95 percent of users go on Facebook for social purposes at local Wi-Fi hotspots: “New survey finds
70% of Cuban internet users use local Wi-Fi hotspots every week,” Ding, June 7, 2016, http://bit.ly/2cInNiz

71 "Activistas organizan un 'tuitazo' para denunciar la represion del régimen,” [Activists organize a Twitter campaign to denounce the regime's
repression], Diario de Cuba, May 30, 2015, http://bit.ly/2d900zZ


http://bit.ly/2cInNiz
http://bit.ly/2d9o0zZ

Violations of User Rights

Cuba outlaws a wide range of speech deemed to be counter-revolutionary or a threat to the public order. In recent
years, the Cuban government has moved from issuing long, multi-year sentences to using short-term detentions
as a means of harassing independent journalists and bloggers. Several episodes of censorship and intimidation
against bloggers and independent journalists were reported during this coverage period.

Legal Environment

Cuban sovereignty or facilitates the U.S. blockade. Anyone who passes
could bolster the embargo can face up to 15 years in prison. Spreadi bversive materials can incur a penalty

nishable by up to five years

In 1996, the government passed Decree-Law 209, which st ernet cannot be used “in violation of
Cuban society’'s moral principles or the country’s /@w essages must not “jeopardize national

people, or national security. The decree_requires access providers to install controls that enable them to detect
and prevent the proscribed activities, ) to the relevant authorities.”® Furthermore, access to
the internet in Cuba generally requires atification, rendering anonymity nearly impossible.”’

Prosecutions and D r Online Activities

Under Raul Castro, ment shifted its repressive tactics from long-term imprisonment of
independent journali detentions, interrogations, and legal harassment.”® Short-term arrests and

detentions ivi increase surrounding key political and social events, and bloggers and online
up in such crackdowns. Because it is difficult to distinguish between independent
jour ctivists in Cuba, however, it is often impossible to accurately pinpoint whether

r detentions than in past years, physical attacks against activists had increased. Recent
hat there were 9,940 politically motivated detentions in 2016 and 5,155 in 2017.7°
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(Decree 209), September 13, 1996, http://bit.ly/1VdG1Nk

76 Giovanni Ziccardi, Resistance, Liberation Technology, and Human Rights in the Digital Age, (Netherlands, Springer, 2013) 220.
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Independent digital media organizations and their correspondents have experienced firings, detentions,
harassment, and legal proceedings. Among the trumped-up offenses, several independent journalists have
faced prosecution for “usurpation of legal capacity” under Article 149 of the Penal Code, which prohibits
“carrying out acts belonging to a profession the exercise of which one is not duly prepared”:

Such was the case of Sol Garcia Basulto, a journalist for digital magazine La Hora de Cuba and correspondent
for the news website 14ymedio, who was placed under house arrest in July 2017 after being accused of
“usurpation of legal capacity” along with fellow journalist Henry Constantin Ferreiro, also of La Hora de Cuba.*°
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xhibited a good social and

Cubano” (Cuban Lens), was issued an official warning (“advertencia”
“person of police interest” and told that she was under surveill

reportedly detained after announcing she would file a ¢ i laint to denounce restrictions on the
freedom of movement.®

Surveillance of ICTs in Cuba is wides
fines and searches to confiscation of
strictly prohibited in Cuba,®® and web a

entions. Anonymity and encryption technologies are
ch as Wi-Fi hotspots, cybercafés and access centers, are

CCDHRN 0 2230576927.html; C
2018.
8 L a policia de Camag(ie

en Cuba que intentaban reportar sobre huracan Irma” [Two journalists detained while trying to report on
icias, September 7, 2017, https://www.martinoticias.com/a/cuba-detienen-periodistas-intentaban-reportar-huracan-

84| as autoridades declaran a Iliana Hernandez ‘persona de interés policial’,” 14ymedio, March 19, 2018.
http://www.14ymedio.com/nacional/autoridades-declaran-Iliana-Hernandez-policial 0 2402759704.html

8 "Detienen a periodista cubana por demandar devolucién de pasaje tras prohibicién de viajar,” Marti Noticias, March 27, 2018,
https://www.martinoticias.com/a/cuba-detienen-periodista-demandar-devolucion-pasaje-prohibicion-viajar/169568.html

8 According to the Cuban Mission to the United Nations, encryption is only permissible if authorized by the Ministry of Communications and
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email messages is consistently delayed, and it is not unusual for a message to arrive censo it
attachments.

harmful to public security"—a vague term that could presumably extend
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continue. Although the pop-up window is marked “Inter ! pears to be a real message
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Intimidation and Violence

Although the majority of cases of phy
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gainst activists in Cuba appear to be in retaliation for
inent online users have faced violence from police forces, and
ds of time report being mistreated and tortured.
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